Security Exam 2 

Spring 2010

Name: ___________________
Due: Wednesday May 19, 2010

1. What makes a strong password? (be specific)

2. Within a Microsoft Kerberos based system, what is a ticket?  Where do you obtain a ticket? What good is a ticket in the scheme of security?

3. Explain each of the following.

a. Physical separation


b. Temporal separation


c. Logical Separation


d. Cryptographic Separation

4. List the three qualities that can be used to confirm a user’s identity for authentication purposes. Give examples of each.


5. What is a challenge-response system?  If given the following transformation function, would this be a good challenge-response implementation? Why or Why not?   f(a1,a2,a3) = a2,a1,a3


6. In a modern day Government Facility, what policy (or policies) would be needed? [Military, Commercial, Clark-Wilson, Chinese Wall]  Defend your answer.
7. Explain how the military security policy differs from the Clark-Wilson security policy.

8. Explain the Chinese Wall security policy and where it is needed.

9. Explain the use of the Simple Security Property and *-Property in both the Bell-La Padula and Biba Models.  What makes these models different?
10. What is a loose-lipped system?

11. Apply Grant-Take to the following diagram and how the steps that subject Z can have rights (r) to object B.
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